BitLocker Encryption for USB Drives

BitLocker is a security feature. The purpose of BitLocker is to encrypt your data.
This is extremely necessary for any data that is not to be shared with other
persons. This will prevent anyone from being able to access your files. In order to
have access to your files, you will need to provide a secure password. This
password should be unique only to you. More information is provided below on
how to make a unique password in step 2. During this process, step 3 offers the
option to save a recovery key. The recovery key is 48 characters long and consist
of numbers and letters. This key will be saved to Active Directory and allow the IS
Department to access your USB/External drive should you forget your password.
To get started | would recommend encrypting the USB/External drive BEFORE
adding any files. Once the drive is encrypted and you enter your password it will
function as any other USB/External drive. So you may add, edit, or delete your
files as you normally would. If you have any trouble following this guide or have
any questions please do not hesitate to contact the IS department.

You will need a USB or External drive in order to successfully complete this
process.

Multiple ways to navigate to BitLocker:

1. Control Panel = System & Security = BitLocker Drive Encryption
2. Search bar = type in “BitLocker” = Manage BitLocker



Steps to encrypt your USB drive:

Step 1:
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Step 2:
>

%@l BitLocker Drive Encryption (E:)

Choose how you want to unlock this drive

Use a password to unleck the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols.

Enter your password | |

Reenter your password | |

[] Use my smart card to unlock the drive
You'll need tao insert your smart card, The smart card PIN will be required when you unlock the drive,

Check the “Use a password to unlock the drive” and enter your password.



Step 3:

The Do’s and Don’ts for creating a password.

Do

Do make the new password
significantly different from previous
passwords.

Do use a sentence or phrase
converted into a string of initials,
numbers, and symbols.

Do make your passwaord hard to
guess even if someone knows a lot
about you (avoid names and
birthdays of your family or your
favorite band).

Don't

Don't use the same password for
different accounts.

Don't use a single word for your
password like "password,”
"monkey,” or "sunshine.”

Don't use common passwaords like

"password,” "iloveyou,” or
"12345678."

<« %@ BitLocker Drive Encryption (E:)

How do you want to back up your recovery key?

o Some settings are managed by your system administrator,

If you forget your password or lose your smart card, you can use your recovery key to access your drive.

— Saveto a file

—> Print the recovery key
Y key

How can | find my recovery key later?

e

This is a great option to use for personal use but for work just select click “Next”.



Step 4:

« % BitLocker Drive Encryption (E:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

(®Encrypt used disk space only (faster and best for new PCs and drives}:

(") Encrypt entire drive (slower but best for PCs and drives already in use)

- e

Keep the default selection and select “Next”.

Step 5:

< % BitLocker Drive Encryption (E:)

Choose which encryption mode to use

Windows 10 (Versicn 1311} introduces a new disk encryption mode (XT5-AES). This mode provides
additicnal integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode,

If this is a fixed drive or if this drive will enly be used on devices running at least Windows 10 (Version 1311)
or later, you should choose the new encryption mode

(O) Mew encryption mede (best for fixed drives on this device)

(® Compatible mode (best for drives that can be moved from this device)

Keep the default selection and select “Next”.



Step 6:

< %@l BitLocker Drive Encryption (E:)

Are you ready to encrypt this drive?
You'll be able to unlock this drive using a password,
Encrypticn might take a while depending on the size of the drive.

Until encryption is complete, your files won't be protected.

I Start encrypting I Cancel

Click “Start encrypting”.
Step 7:

BitLocker Drive Encryption

% Encrypting...
Drive E: 0.6% Completed
|

Pause

Pause encryption before removing the drive or files on
the drive could be damaged.

Manage Bitl ocker

This screen just let’s you know the status of the encryption.



Step 8:

BitLocker Drive Encryption >

% Encryption of F: is complete.

. Close

Manage Bitl ocker

Once the USB drive is connected to the computer.

Navigate to the USB drive and click on it. You will be prompted to enter the password you created
during setup. You will have to do this every time you connect this USB to any computer.

BitLocker (F:)

Enter password to unlack this drive.

| -

More options

Once the password is entered successfully, you will have access to your files.



